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Part A: Written Report 

 

1. Executive Summary 

In modern organisations, cloud adoption provides flexibility and scalability, but it also introduces 
new challenges in terms of security, licensing, and system management. In this project, the 
organisation is moving towards a hybrid cloud model using AWS, where maintaining security and 
business continuity is very important. 

The main goal of this solution was not only to deploy cloud resources but to design a secure and 
manageable architecture that can be used in a real-world environment. To achieve this, I created a 
custom VPC with multiple subnets and deployed a FortiGate firewall as the central security 
component. 

One important design decision was to make sure internal resources are not directly exposed to the 
internet. Instead, all traffic is routed through the FortiGate firewall, which allows inspection and 
enforcement of security rules. This way, the attack surface is reduced, and the network is easier to 
control overall. 

In addition to security, I also focused on cost and operational efficiency. AWS Lambda was used to 
automate the start and stop of the FortiGate instance during working hours. This reduces 
unnecessary usage and helps keep costs under control. 

Another important consideration in this design is scalability. As organisations grow, the network 
should be able to handle more services and users without major redesign. By using a custom VPC 
and subnet-based architecture, it becomes easier to expand the environment when needed. 

Overall, this solution demonstrates how security, automation, and cost management can be 
balanced in a cloud environment, while also allowing future improvements such as high availability 
and advanced monitoring. 

 

2. Cloud Security Architecture 

The architecture is designed using a custom VPC with a CIDR block 10.160.0.0/16. This provides 
enough IP range and allows better control over network segmentation. 

I created one public subnet and multiple private subnets across different Availability Zones. The 
public subnet is used to host the FortiGate firewall, while private subnets are used for internal 
resources. This separation is important because it prevents internal systems from being directly 
exposed to the internet. 

FortiGate plays a central role in this design. Instead of allowing direct communication between 
subnets or external access, all traffic is routed through the firewall. This allows inspection, filtering, 
and enforcement of security policies. 

Routing is configured using route tables: 
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• Public subnet → Internet Gateway 

• Private subnets → FortiGate interface 

 

This means internal traffic is checked and controlled before it goes outside the network. 

Another key design decision is network segmentation. By placing resources in separate subnets, I 
reduced the risk of lateral movement. Even if one subnet is compromised, it does not automatically 
impact the entire system. 

In real-world environments, this segmentation can be extended further by separating workloads 
into multiple layers, such as web, application, and database tiers. This provides better control and 
improves security by limiting access between different parts of the system. 

Security is enforced using both AWS Security Groups and FortiGate firewall rules. Instead of 
allowing open access (like 0.0.0.0/0), access is restricted based on required ports and trusted IP 
addresses. This follows best practices for cloud security. 

Additionally, monitoring network traffic is also important. While FortiGate handles inspection, 
integrating services like VPC Flow Logs and CloudWatch can provide deeper visibility into traffic 
patterns and help detect unusual activity earlier. 

Another aspect that is important in cloud architecture is scalability. As more services are added, the 
network should be able to support them without major redesign. By using a structured VPC and 
subnet layout, it becomes easier to introduce new subnets for additional applications or services 
when needed. 

It is also important to consider traffic flow within the network. Keeping traffic within the same 
Availability Zone, where possible, helps reduce latency and avoid unnecessary data transfer costs. 
This is something that becomes more important in larger environments. 

In real-world scenarios, load balancing and redundancy are also considered as part of the 
architecture. Although not fully implemented in this setup, these can be added later to improve 
performance and reliability. 

 

3. License Management Procedures 

For this implementation, I selected the PAYG (Pay-As-You-Go) model for FortiGate. The main reason 
for this choice is simplicity and ease of deployment. 

With PAYG, the license is automatically attached when the instance is launched from AWS 
Marketplace. This avoids manual setup and makes it less likely for configuration mistakes to 
happen. It is also suitable for environments where instances may be frequently started and 
stopped. 

However, PAYG may not always be the best option in long-term enterprise environments. For 
example, organisations with stable workloads may benefit from BYOL (Bring Your Own License), 
which can reduce costs over time. 
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Another factor to consider is cost predictability. PAYG can be more flexible, but costs can vary 
depending on usage. In contrast, BYOL may provide better cost control if the organisation already 
owns licenses. 

License management in this setup is handled using AWS billing and monitoring tools. These tools 
help track usage and ensure that resources are active only when needed. It is also important to 
regularly review usage to avoid unnecessary costs or expired services. 

From a compliance perspective, maintaining proper documentation of license usage is important. 
This helps during audits and ensures that all services are used correctly.  

Another consideration in license management is flexibility. In cloud environments, resources may 
be scaled up or down depending on demand, so licensing models should support this behaviour. 
PAYG works well in this case because it allows organisations to only pay for what they use, which is 
useful for testing or short-term workloads. 

However, organisations must also be careful about cost management. Without proper monitoring, 
PAYG usage can increase quickly, especially if resources are left running unintentionally. This is why 
combining licensing with automation, such as scheduled start and stop, is important to maintain 
control over expenses. 

In addition, proper documentation of licensing decisions is useful for future planning. It helps 
organisations understand which model works best for their workloads and supports better 
decision-making when scaling systems further. 

 

4. Compliance and Governance 

In this implementation, I considered common industry frameworks such as ISO 27001, NIST 
Cybersecurity Framework, and CIS Benchmarks. These frameworks provide guidelines for securing 
cloud environments and managing risks. 

FortiGate supports compliance by providing logging and monitoring features. All traffic passing 
through the firewall can be recorded, which helps in identifying suspicious activity and maintaining 
accountability. 

AWS also provides monitoring tools such as CloudWatch, which can be integrated with firewall logs. 
This improves visibility and allows quicker detection of issues. 

Policy management is handled through firewall rules and AWS configurations. Any changes made to 
rules should be properly documented. This is important because it helps track changes and ensures 
accountability in real-world environments. 

Another important governance aspect is access control. Following the principle of least privilege 
ensures that users and services only have the permissions they actually need. This reduces the risk 
of misuse or accidental changes. 

Regular audits and reviews are also important to maintain compliance over time. Even a secure 
system can become vulnerable if configurations are not reviewed regularly. 
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Overall, governance is maintained through a combination of controlled access, monitoring, and 
proper documentation. 

In addition to technical controls, organisational policies also play a role in maintaining security. 
Employees and administrators should follow clear guidelines when making changes to the system. 
Without proper procedures, even a well-designed system can become vulnerable over time. 

Another important factor is logging and audit trails. Keeping records of user actions and 
configuration changes helps identify issues and supports investigation if a security incident occurs. 
This also helps organisations meet compliance requirements more effectively. 

Regular reviews of policies and configurations should be carried out to ensure they are still valid. As 
systems evolve, security controls must also be updated to match new risks and requirements. 

 

5. Automation and Continuity Plan 

Automation is an important part of this project. I used AWS Lambda to automatically start and stop 
the FortiGate instance during working hours (9 AM to 5 PM NZT). This helps keep costs down since 
the resources are not running all the time. 

While this is a basic level of automation, more advanced automation can be implemented in real 
environments. For example, Infrastructure as Code (IaC) tools such as AWS CloudFormation or 
Terraform can be used to automate the entire deployment process. This ensures consistency and 
reduces manual errors. 

Automation can also be extended to monitoring and alerting. For example, alerts can be triggered 
when unusual traffic patterns are detected, allowing faster response to potential threats. 

For high availability, the recommended approach is to deploy FortiGate in an Active-Passive 
configuration across multiple Availability Zones. In this setup, one instance handles traffic while the 
other remains on standby. If the active instance fails, the standby instance automatically takes over. 

For business continuity, two important metrics are considered: 

• RTO (Recovery Time Objective) – how quickly the system can recover 

• RPO (Recovery Point Objective) – how much data loss is acceptable 

 

In this setup, recovery time is expected to be short because instances can be restarted quickly and 
configurations can be restored from backups. 

Automation can also help improve system reliability. For example, automated health checks can be 
used to monitor the status of instances and trigger actions if something goes wrong. This reduces 
the need for manual intervention and improves response time. 

In larger environments, automation is often combined with monitoring and alerting systems to 
create a more responsive infrastructure. This allows teams to detect and resolve issues faster, 
reducing downtime. 
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From a continuity perspective, regular backups are also important. Configuration backups ensure 
that systems can be restored quickly if something fails, which supports both RTO and RPO 
objectives. 

 

6. Risk Assessment and Mitigation 

During this setup, several risks were identified. At first, understanding the routing flow was a bit 
confusing, but testing it step by step made it clearer. 

One major risk is misconfiguration, especially in route tables or firewall rules. Even a small mistake 
here can either expose resources or stop traffic from working properly. This risk can be reduced by 
regularly reviewing configurations and applying best practices. 

Another risk is overly permissive security groups. Allowing access from 0.0.0.0/0 increases exposure 
to attacks. This can be mitigated by restricting access to specific IP addresses and required ports. 

License-related risks can also occur. If a license becomes inactive, the firewall may stop functioning 
correctly. Monitoring tools should be used to track license status and avoid this issue. 

Downtime is another concern, especially if the FortiGate instance fails. This risk can be reduced by 
implementing high availability and backup strategies. 

Another possible risk is a lack of monitoring and alerting. Without proper alerts, issues may not be 
detected early. This can be improved by using CloudWatch alerts and logging tools. 

Human error is also a common issue in cloud environments. Misconfigurations can happen easily, 
especially in complex setups. Using automation and predefined templates can help reduce this risk. 

Overall, risks can be managed by using monitoring tools, following best practices, and regularly 
reviewing the system. 

Another risk to consider is dependency on a single cloud provider. While AWS provides strong 
reliability, relying entirely on one platform can create limitations. Some organisations consider 
multi-cloud strategies to reduce this risk, although it also increases complexity. 

Security threats are also constantly evolving. What is considered secure today may not be enough 
in the future. Because of this, systems should be regularly updated and reviewed to ensure they are 
protected against new vulnerabilities. 

Overall, risk management is an ongoing process rather than a one-time task. Continuous monitoring 
and improvement are required to maintain a secure and reliable environment. 

 

7. Conclusion and Recommendations 

This project helped me understand how to design a secure cloud network using AWS and FortiGate. 
Instead of focusing only on setup, I learned the importance of security, management, and long-
term reliability. 
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The architecture ensures that all traffic is controlled through a central firewall, which reduces 
exposure and improves security. Automation also plays an important role in managing resources 
efficiently. 

If I were to improve this setup further, I would: 

• Implement full high availability across multiple Availability Zones 

• Use Infrastructure as Code for faster and more consistent deployment 

• Improve monitoring with alerts and dashboards (e.g., CloudWatch) 

 

One key takeaway from this project is that cloud security is not just about using the right tools, but 
also about designing the system correctly from the beginning. Small decisions, such as subnet 
design or routing configuration, can have a significant impact on the overall security and 
performance of the system. 
I also realised that automation and monitoring play an important role in maintaining a stable 
environment. Even a well-configured system can become inefficient or insecure if it is not actively 
monitored and maintained over time. 

This project also highlighted the importance of planning for future growth. A system that works 
well for a small setup may not be suitable as the organisation expands, so scalability should always 
be considered during the design phase. 

Another important aspect of this solution is that it provides a foundation that can be improved over 
time. Features such as high availability, advanced monitoring, and automation can be added as 
requirements grow, making the system more robust and production-ready. 

These improvements would make the system more reliable and closer to a real enterprise-level 
solution. 
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Part B: Proof of Concepts 

Practical Demonstration 

 

Task 1: VPC Setup and Configuration 

Created a custom VPC (10.160.0.0/16) after deleting the default VPC to have full control over 
network design and security. I selected the /16 CIDR range to allow enough IP space for future 
scalability and subnet segmentation. 
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Task 2: Subnet Creation 

Created public and private subnets across multiple AZs to ensure network segmentation and high 
availability. Public and private subnets were separated to follow security best practices and reduce 
direct exposure of internal resources. 
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Task 3: Internet Gateway Setup 

Attached an Internet Gateway to allow internet access for resources in the public subnet. The 
Internet Gateway was attached only to the public subnet to ensure controlled external access. 
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Task 4: Route Tables Configuration 

Configured public routes via IGW and private routes via FortiGate to control and secure traffic flow. 
Routing private subnet traffic through FortiGate ensures that all traffic is inspected before reaching 
external networks. 
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Task 5: Security Group Configuration 

Created a security group allowing inbound access for setup; this will be restricted later, following 
best practices. Access rules were restricted to required ports only to minimise security risks instead 
of allowing open access. 
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Task 6: ENI Configuration 

Created ENIs for each subnet and disabled source/destination check to allow FortiGate to route 
traffic. ENIs were used to manage network interfaces more effectively and support proper traffic 
routing through the firewall. 
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Task 7: FortiGate Deployment and Configure Routing 

Deployed FortiGate with multiple ENIs and assigned an Elastic IP to provide a static public access 
point, while configuring private subnet traffic to pass through the firewall for inspection instead of 
direct internet access. FortiGate was used as a central firewall to control and monitor traffic 
between subnets and external networks. 
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Task 8: AWS Lambda Automation 

Used Lambda to automatically start and stop the FortiGate instance based on a scheduled time. 
This automation helps reduce operational costs by ensuring the firewall runs only during required 
hours. 
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Task 9: FortiGate Access and Configuration 

Accessed FortiGate using the Elastic IP and changed the default password for security. Secure 
access ensures that only authorised users can configure and manage the firewall. 
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Task 10: Firewall Verification (Ping Test) 

Performed a ping test from FortiGate CLI to confirm internet connectivity and correct configuration. 
Successful communication confirms that routing and firewall configurations are working as 
expected. 
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Task 11: Architectural Diagram 
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Task 12: Reflection Questions 

 

Q1: Why can LAN40 and LAN50 not attach to the same FortiGate instance 

 

LAN40 and LAN50 are placed in different Availability Zones, while a FortiGate instance can only be 
deployed within a single AZ. Also, network interfaces (ENIs) are tied to the same AZ as the instance, 
so they cannot connect across zones. 

Because of this, a single FortiGate instance cannot directly handle traffic from both LAN40 and 
LAN50 if they are in different AZs. Each subnet needs to be associated with a firewall within its own 
zone. 

This helped me understand that AWS networking is designed with AZ isolation, so resources are not 
meant to depend on a single instance across zones. 

 

 

Q2: Best practice for multi-AZ workloads 

 

For multi-AZ workloads, the main best practice is to distribute resources across different Availability 
Zones to improve availability and fault tolerance. 

Instead of relying on one FortiGate instance, it is better to deploy firewalls in each AZ, usually in an 
Active-Passive setup. This ensures that if one AZ fails, the other can continue handling traffic. 

Another important point is to keep traffic within the same AZ as much as possible to reduce latency 
and avoid unnecessary cross-zone dependency. 

Overall, this approach improves reliability and reduces the risk of downtime. 


