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Part A: Written Report

1. Executive Summary

In modern organisations, cloud adoption provides flexibility and scalability, but it also introduces
new challenges in terms of security, licensing, and system management. In this project, the
organisation is moving towards a hybrid cloud model using AWS, where maintaining security and
business continuity is very important.

The main goal of this solution was not only to deploy cloud resources but to design a secure and
manageable architecture that can be used in a real-world environment. To achieve this, | created a
custom VPC with multiple subnets and deployed a FortiGate firewall as the central security
component.

One important design decision was to make sure internal resources are not directly exposed to the
internet. Instead, all traffic is routed through the FortiGate firewall, which allows inspection and
enforcement of security rules. This way, the attack surface is reduced, and the network is easier to
control overall.

In addition to security, | also focused on cost and operational efficiency. AWS Lambda was used to
automate the start and stop of the FortiGate instance during working hours. This reduces
unnecessary usage and helps keep costs under control.

Another important consideration in this design is scalability. As organisations grow, the network
should be able to handle more services and users without major redesign. By using a custom VPC
and subnet-based architecture, it becomes easier to expand the environment when needed.

Overall, this solution demonstrates how security, automation, and cost management can be
balanced in a cloud environment, while also allowing future improvements such as high availability
and advanced monitoring.

2. Cloud Security Architecture

The architecture is designed using a custom VPC with a CIDR block 10.160.0.0/16. This provides
enough IP range and allows better control over network segmentation.

| created one public subnet and multiple private subnets across different Availability Zones. The
public subnet is used to host the FortiGate firewall, while private subnets are used for internal
resources. This separation is important because it prevents internal systems from being directly
exposed to the internet.

FortiGate plays a central role in this design. Instead of allowing direct communication between
subnets or external access, all traffic is routed through the firewall. This allows inspection, filtering,
and enforcement of security policies.

Routing is configured using route tables:
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e Public subnet - Internet Gateway
e Private subnets - FortiGate interface

This means internal traffic is checked and controlled before it goes outside the network.

Another key design decision is network segmentation. By placing resources in separate subnets, |
reduced the risk of lateral movement. Even if one subnet is compromised, it does not automatically
impact the entire system.

In real-world environments, this segmentation can be extended further by separating workloads
into multiple layers, such as web, application, and database tiers. This provides better control and
improves security by limiting access between different parts of the system.

Security is enforced using both AWS Security Groups and FortiGate firewall rules. Instead of
allowing open access (like 0.0.0.0/0), access is restricted based on required ports and trusted IP
addresses. This follows best practices for cloud security.

Additionally, monitoring network traffic is also important. While FortiGate handles inspection,
integrating services like VPC Flow Logs and CloudWatch can provide deeper visibility into traffic
patterns and help detect unusual activity earlier.

Another aspect that is important in cloud architecture is scalability. As more services are added, the
network should be able to support them without major redesign. By using a structured VPC and
subnet layout, it becomes easier to introduce new subnets for additional applications or services
when needed.

It is also important to consider traffic flow within the network. Keeping traffic within the same
Availability Zone, where possible, helps reduce latency and avoid unnecessary data transfer costs.
This is something that becomes more important in larger environments.

In real-world scenarios, load balancing and redundancy are also considered as part of the
architecture. Although not fully implemented in this setup, these can be added later to improve
performance and reliability.

3. License Management Procedures

For this implementation, | selected the PAYG (Pay-As-You-Go) model for FortiGate. The main reason
for this choice is simplicity and ease of deployment.

With PAYG, the license is automatically attached when the instance is launched from AWS
Marketplace. This avoids manual setup and makes it less likely for configuration mistakes to
happen. It is also suitable for environments where instances may be frequently started and
stopped.

However, PAYG may not always be the best option in long-term enterprise environments. For
example, organisations with stable workloads may benefit from BYOL (Bring Your Own License),
which can reduce costs over time.
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Another factor to consider is cost predictability. PAYG can be more flexible, but costs can vary
depending on usage. In contrast, BYOL may provide better cost control if the organisation already
owns licenses.

License management in this setup is handled using AWS billing and monitoring tools. These tools
help track usage and ensure that resources are active only when needed. It is also important to
regularly review usage to avoid unnecessary costs or expired services.

From a compliance perspective, maintaining proper documentation of license usage is important.
This helps during audits and ensures that all services are used correctly.

Another consideration in license management is flexibility. In cloud environments, resources may
be scaled up or down depending on demand, so licensing models should support this behaviour.
PAYG works well in this case because it allows organisations to only pay for what they use, which is
useful for testing or short-term workloads.

However, organisations must also be careful about cost management. Without proper monitoring,
PAYG usage can increase quickly, especially if resources are left running unintentionally. This is why
combining licensing with automation, such as scheduled start and stop, is important to maintain
control over expenses.

In addition, proper documentation of licensing decisions is useful for future planning. It helps
organisations understand which model works best for their workloads and supports better
decision-making when scaling systems further.

4. Compliance and Governance

In this implementation, | considered common industry frameworks such as ISO 27001, NIST
Cybersecurity Framework, and CIS Benchmarks. These frameworks provide guidelines for securing
cloud environments and managing risks.

FortiGate supports compliance by providing logging and monitoring features. All traffic passing
through the firewall can be recorded, which helps in identifying suspicious activity and maintaining
accountability.

AWS also provides monitoring tools such as CloudWatch, which can be integrated with firewall logs.
This improves visibility and allows quicker detection of issues.

Policy management is handled through firewall rules and AWS configurations. Any changes made to
rules should be properly documented. This is important because it helps track changes and ensures
accountability in real-world environments.

Another important governance aspect is access control. Following the principle of least privilege
ensures that users and services only have the permissions they actually need. This reduces the risk
of misuse or accidental changes.

Regular audits and reviews are also important to maintain compliance over time. Even a secure
system can become vulnerable if configurations are not reviewed regularly.
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Overall, governance is maintained through a combination of controlled access, monitoring, and
proper documentation.

In addition to technical controls, organisational policies also play a role in maintaining security.
Employees and administrators should follow clear guidelines when making changes to the system.
Without proper procedures, even a well-designed system can become vulnerable over time.

Another important factor is logging and audit trails. Keeping records of user actions and
configuration changes helps identify issues and supports investigation if a security incident occurs.
This also helps organisations meet compliance requirements more effectively.

Regular reviews of policies and configurations should be carried out to ensure they are still valid. As
systems evolve, security controls must also be updated to match new risks and requirements.

5. Automation and Continuity Plan

Automation is an important part of this project. | used AWS Lambda to automatically start and stop
the FortiGate instance during working hours (9 AM to 5 PM NZT). This helps keep costs down since
the resources are not running all the time.

While this is a basic level of automation, more advanced automation can be implemented in real
environments. For example, Infrastructure as Code (laC) tools such as AWS CloudFormation or
Terraform can be used to automate the entire deployment process. This ensures consistency and
reduces manual errors.

Automation can also be extended to monitoring and alerting. For example, alerts can be triggered
when unusual traffic patterns are detected, allowing faster response to potential threats.

For high availability, the recommended approach is to deploy FortiGate in an Active-Passive
configuration across multiple Availability Zones. In this setup, one instance handles traffic while the
other remains on standby. If the active instance fails, the standby instance automatically takes over.

For business continuity, two important metrics are considered:

e RTO (Recovery Time Objective) — how quickly the system can recover
e RPO (Recovery Point Objective) — how much data loss is acceptable

In this setup, recovery time is expected to be short because instances can be restarted quickly and
configurations can be restored from backups.

Automation can also help improve system reliability. For example, automated health checks can be
used to monitor the status of instances and trigger actions if something goes wrong. This reduces
the need for manual intervention and improves response time.

In larger environments, automation is often combined with monitoring and alerting systems to
create a more responsive infrastructure. This allows teams to detect and resolve issues faster,
reducing downtime.
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From a continuity perspective, regular backups are also important. Configuration backups ensure
that systems can be restored quickly if something fails, which supports both RTO and RPO
objectives.

6. Risk Assessment and Mitigation

During this setup, several risks were identified. At first, understanding the routing flow was a bit
confusing, but testing it step by step made it clearer.

One major risk is misconfiguration, especially in route tables or firewall rules. Even a small mistake
here can either expose resources or stop traffic from working properly. This risk can be reduced by
regularly reviewing configurations and applying best practices.

Another risk is overly permissive security groups. Allowing access from 0.0.0.0/0 increases exposure
to attacks. This can be mitigated by restricting access to specific IP addresses and required ports.

License-related risks can also occur. If a license becomes inactive, the firewall may stop functioning
correctly. Monitoring tools should be used to track license status and avoid this issue.

Downtime is another concern, especially if the FortiGate instance fails. This risk can be reduced by
implementing high availability and backup strategies.

Another possible risk is a lack of monitoring and alerting. Without proper alerts, issues may not be
detected early. This can be improved by using CloudWatch alerts and logging tools.

Human error is also a common issue in cloud environments. Misconfigurations can happen easily,
especially in complex setups. Using automation and predefined templates can help reduce this risk.

Overall, risks can be managed by using monitoring tools, following best practices, and regularly
reviewing the system.

Another risk to consider is dependency on a single cloud provider. While AWS provides strong
reliability, relying entirely on one platform can create limitations. Some organisations consider
multi-cloud strategies to reduce this risk, although it also increases complexity.

Security threats are also constantly evolving. What is considered secure today may not be enough
in the future. Because of this, systems should be regularly updated and reviewed to ensure they are
protected against new vulnerabilities.

Overall, risk management is an ongoing process rather than a one-time task. Continuous monitoring
and improvement are required to maintain a secure and reliable environment.

7. Conclusion and Recommendations

This project helped me understand how to design a secure cloud network using AWS and FortiGate.
Instead of focusing only on setup, | learned the importance of security, management, and long-
term reliability.
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The architecture ensures that all traffic is controlled through a central firewall, which reduces
exposure and improves security. Automation also plays an important role in managing resources
efficiently.

If | were to improve this setup further, | would:

e Implement full high availability across multiple Availability Zones
e Use Infrastructure as Code for faster and more consistent deployment
e Improve monitoring with alerts and dashboards (e.g., CloudWatch)

One key takeaway from this project is that cloud security is not just about using the right tools, but
also about designing the system correctly from the beginning. Small decisions, such as subnet
design or routing configuration, can have a significant impact on the overall security and
performance of the system.

| also realised that automation and monitoring play an important role in maintaining a stable
environment. Even a well-configured system can become inefficient or insecure if it is not actively
monitored and maintained over time.

This project also highlighted the importance of planning for future growth. A system that works
well for a small setup may not be suitable as the organisation expands, so scalability should always
be considered during the design phase.

Another important aspect of this solution is that it provides a foundation that can be improved over
time. Features such as high availability, advanced monitoring, and automation can be added as
requirements grow, making the system more robust and production-ready.

These improvements would make the system more reliable and closer to a real enterprise-level
solution.
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Part B: Proof of Concepts

Practical Demonstration

Task 1: VPC Setup and Configuration

Created a custom VPC (10.160.0.0/16) after deleting the default VPC to have full control over
network design and security. | selected the /16 CIDR range to allow enough IP space for future
scalability and subnet segmentation.

vpes | VPC Console X + ¥ Ask Gemini - [m] x

€ ] 2% https://us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east... % ¢ o3 = K2 .

og [ Newfolder [ Newfolder [\ Adobe Acrobat Home W) Free 4k Stock Video.. @Y External Resources  [® Top PTE Training Ins... »

Q @ Q @ @ United States (N. Virginia) » J——

e VPC > Your VPCs @ @ E‘.

< Your VPCs

>
»

VPC dashboard

AWS Global View 12 VPCs VPC encryption controls

fiertyVC v ) YOURVPES (1/1) wte iy e se0 (O (Actions o) (QEERRIRNRS

¥ Virtual private cloud |\ Q, Find VPCs by attribute or tag ‘|
Your VPCs Create flow log 1 1)
Subnet Edit VPC settings
Hbnets Name v | State
Route tables Edit CIDRs EEEEE——
[ - @ Availz
Internet gateways > Manage middlebox routes B
O
Egress-only internet Create encryption control o
ateways
g Y Manage tags
Carrier gateways
Delete VPC a
DHCP option sets vpc-0d21b6e26fdf2a49c & v
Elastic IPs
Managed prefix lists 4 Details Resource map CIDRs Flow logs Tags >
NAT gateways —
Peering connections .
° Details
Route servers
VPCID State
¥ Security [5) vpc-0d21b6e26fdf2ad9¢ (@ Available
Network ACLs DNS resolution Tenancy
Security groups Enabled default
¥ PrivateLink and Lattice v Main network ACL Default VPC ——

@ CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.
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vpes | VPC Console X + ¥ Ask Gemini - O *
< Cc 25 https://us-east-1.console.aws.amazon.com/vpcconsole/home?region=us-east... x g EI' a3 .i, . :
ag 3 Mewfolder [ New folder [\Y Adobe Acrobat Home ﬂ Free 4K Stock Video... ¥ External Resources E’H Top PTE Training Ins... »

e VPC > Your VPCs

VPC dashboard <

AWS Global View 12

|' Filter by VPC v ‘

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

Carrier gateways
DHCP option sets
Elastic IPs

Managed prefix lists
MNAT gateways
Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

(33 cloudshell

Feedback
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[ console Mobile App

Q B & 0 @

United States (N. Virginia) =

Delete VPC

@ Will be deleted
This VPC will be deleted permanently and cannot be recovered later:

Name VPCID

- IC] vpc-0d21b6e26fdf2a49¢
State

@ Available

@ Will also be deleted
The following 7 resources will also be deleted permanently and cannot be recovered later:

| Q, Find entries |

1 2 >
Name Resource ID

_ igw-0fa02a1a93f82fe91

- subnet-0713fac85f5452498

- subnet-0c1dbd171e8ca4bd8

- subnet-0449f948d483488d8

- subnet-0ce51d49995999786

4

Cancel Delete

Privacy Terms

26, Amazon Web Services, Inc. or its affiliates.
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r
| VPC | ap-southeast-2 X  + ¥ Ask Gemini - O X
|
€« c %%  https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region... Y& D a3 ¥ :
p p p g Q &
! oo [ Mewfolder [J New folder F4Y Adobe Acrobat Home ﬁ Free 4K Stock Video... @ External Resources »

Q B &4 0 =

Asia Pacific (Sydney) v genistudent60

e VPC » YourVPCs » vpc-018a10d7a35601052

| VPC dashboard

<
AWS Global View 2
| Fitter by VPC v |

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
MNAT gateways
Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started

Details o

VPCID
[] vpc-018a10d7a35601052

DNS resolution
Enabled

Main network ACL
acl-045b6c0891c907aae

IPv6 CIDR (Network border group)

Encryption control ID

Block Public Access

© off

DHCP option set
dopt-043c622f2cb494c23

IPv4 CIDR
10.160.0.0/16

Route 53 Resolver DNS Firewall rule
groups

E] CloudShell Feedback [ console Mobile App

@ You successfully created vpc-018a10d7a35601052 / G1-VPC X

vpc-018a10d7a35601052 / G1-VPC

State
@ Available

Tenancy
default

Default VPC
No

Network Address Usage metrics
Disabled

Encryption control mode

DNS hostnames
Disabled

Main route table
rtb-0047b82bb1bd8f481

IPv6 pool

Owner ID
[0] 953305038422

Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.
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Created public and private subnets across multiple AZs to ensure network segmentation and high
availability. Public and private subnets were separated to follow security best practices and reduce
direct exposure of internal resources.

Task 2: Subnet Creation

r

| subnets | VPC Console X + ¥ Ask Gemini - o X
|

‘ < & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region... ¥ & 3 & . :
! oo [ Mewfolder [J New folder F4Y Adobe Acrobat Home ﬁ Free 4K Stock Video... @ External Resources »

Q E] Q @ @3 Asia Pacific (Sydney) »

genistudent&0

e VPC > Subnets @ ® &

&
| VPC dashboard < ® You have successfully created 1 subnet: subnet-059dfOedc3c6b7894 X
Last updated m
AWS Global View 12 Subnets (‘l ) Info less than a minute ago @ - Create subnet

| Q. Find subnets by attribute or tag |

[ Subnet ID : subnet-059df0edc3c6b 7894 | X] Clear filters

|J Filter by VPC v |

¥ Virtual private cloud

Your VPCs 1 @
Subnets (]| Name v | SubnetID v | Stal
Route tables (] LANTO subnet-059df0edc3c6b7894 o),
Internet gateways 4 GEEEE——— >
Egress-only internet 1
gateways

DHCP option sets
Elastic IPs Select a subnet ®v
Managed prefix lists

MNAT gateways

Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started v

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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subnets | VPC Console X + ¥ Ask Gemini = [m] X
< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#su... ¥ & = & . :
oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock video.. ¥ External Resources  [®] Top PTE Training Ins... »

[Alt+S] B3] Q @ fr Asia Pacific (Sydney) w

genistudent60

e VPC > Subnets @ O 5

a
You have successfully created 1 subnet: subnet-059df0edc3c6b7894
VPC dashboard <
Last updated m
AWS Global View |2 Sl.lbl"lEtS (‘l ) Info less than a minute ago @ - (Al
]

Il Q, Find subnets by attribute or tag

|‘ Filter by VPC v |

‘ i ) 4 [ Subnet ID : subnet-059df0edc3cbb7894 | X] ( Clear filters ) 1 S
¥ Virtual private cloud

Your VPCs [J ] Name v | SubnetID v | State v |

Subnets [ Lan10 subnet-059df0edc3c6b7894 @) Available

Route tables 4 G >

Internet gateways

Egress-only internet

gateways

DHCP option sets

Elastic IPs Select a subnet @ v

Managed prefix lists
NAT gateways
Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started v

E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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{ subnets | VPC Console ar 4+ Ask Gemini = [m] X

< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#su... ¥

| gg [ Mewfolder [ New folder

S x-S - T

Fi\ Adobe acrobat Home  NZ) Free 4K Stack Video.. @Y External Resources  [#) Top PTE Training Ins... »

Besl®@ | B &8 @ 9B

Asia Pacific (Sydney) w genistudent60

e VPC » Subnets

VPC dashboard <

AWS Global View |2

|‘ Filter by VPC v |

@ You have successfully created 5 subnets: subnet-068a744a7ebed93ce, subnet-

009adc088ab24180a, subnet-08b75357b5b65bf09, subnet-0645102d9f3f63e92, subnet-
Oada3367fc544ef99

Subnets {5) Info

e © S
less than a minute ago

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started
[>J cloudshell

Feedback

[} console Mobile App Privacy Terms

| Q. Find subnets by attribute or tag |

[ Subnet ID : subnet-068a744a7ebed93ce |>(] [ Subnet ID : subnet-009adc088ab24180a | x]

[ Subnet ID : subnet-08b75357b5b65bf09 | X] [ Show more (+2)

1 @
[J ] Name v | SubnetID v | State v |
O Lan10 subnet-068a744a7ebe493ce @ Available
4 G >
Select a subnet 8 v
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{ VPC | ap-southeast-2 X + ¥ Ask Gemini = [m] X
< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-24Ed... ¥ & = & ’ :
| oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock video.. ¥ External Resources  [®] Top PTE Training Ins... »
Q Search [Alt+S] @ 2] Q @ fr Asia Pacific (Sydney) w J——
= VPC » Subnets » subnet-068a744a7ebed93ce > Edit subnet settings ® B
- - a
Edit subnet settings
Subnet
Subnet ID Name
[C] subnet-068a744a7ebed93ce 0] Lan10
Auto-assign IP settings info
Enable AWS to automatically assign a public IPv4 or IPv6 address to a new primary network interface for an instance in this subnet.
Enable auto-assign public IPv4 address Info
Info
Resource-based name (RBN) settings i
Specify the hostname type for EC2 instances in this subnet and optional RBN DNS query settings.
[] Enable resource name DNS A record on launch 1nfo
Info
Hostname type Info
() Resource name
© P name
DNS64 settings .

E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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Attached an Internet Gateway to allow internet access for resources in the public subnet. The
Internet Gateway was attached only to the public subnet to ensure controlled external access.

Task 3: Internet Gateway Setup

[

| VPC | ap-southeast-2 x  + ¥ Ask Gemini - 0O X
|

‘ < & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region... ¥ & 3 & . :
! oo [ Mewfolder [J New folder F4Y Adobe Acrobat Home ﬁ Free 4K Stock Video... @ External Resources »

Q E] Q @ @3 Asia Pacific (Sydney) » genistudent60
e VPC > Internet gateways > igw-025355bf2a7144e69 ® B
| ~ ® The foll d ] X
The following internet gateway was created: igw- Attach to a VPC
<
VPC dashboard 025355bf2a7144e69 - G_IGW. You can now attach to a VPC
) to enable the VPC to communicate with the internet.
AWS Global View 2
(" Fitter by vec v | | igw-025355bf2a7144e69 / G_IGW
v Vi i B
Virtual private cloud Details info
vour VPCs Internet gateway ID State
Subnets [0 igw-025355bf2a7144e69 (® Detached
Route tables VPCID Owner
Internet gateways - |_|:| 953305038422
Egress-only internet
gateways
DHCP option sets Tags (1 )

|' Q, Search tags

Elastic IPs

Managed prefix lists 1 @
NAT gateways Key | value |
Peering connections Name G_IGW

Route servers

¥ Security
Network ACLs

Security groups

Getting started

[33J cloudshell  Feedback

PrivateLink and Lattice

[ console Mobile App

)26, Amazon Web Services, Inc. or its affiliates.
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r

| VPC | ap-southeast-2 x  + ¥ Ask Gemini - 0O X
|

‘ <« c %5 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region... xg D a -i. . :
! oo [ Mewfolder [J New folder F4Y Adobe Acrobat Home ﬁ Free 4K Stock Video... @ External Resources »

Q E] Q @ @3 Asia Pacific (Sydney) » genistudent60

= VPC > Internet gateways » Attach to VPC (igw-025355bf2a7144e69) ® B

| @ The following internet gateway was created: igw-025355bf2a7144e69 - G_IGW. You can now Attach to a VPC X

attach to a VPC to enable the VPC to communicate with the internet.

Attach to VPC (igw-025355bf2a7144e69) .

VPC
Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.
Available VPCs
Attach the internet gateway to this VPC.
( Q, Selecta VPC ]
| vpc-018a10d7a35601052 - G1-VPC J

PRV S CUINITIGNa L miiel idee Loiniidin
‘ vpc-018a10d7a35601052 - G1-VPC |

Cancel Attach internet gateway

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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r
| VPC | ap-southeast-2 X  + ¥ Ask Gemini - O X
|
€« c %%  https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region... Y& D a3 ¥ :
p p p g Q &
! oo [ Mewfolder [J New folder F4Y Adobe Acrobat Home ﬁ Free 4K Stock Video... @ External Resources »

Q E] Q @ @3 Asia Pacific (Sydney) »

genistudent&0

e VPC » Internet gateways > igw-025355bf2a7144e69 ® B

@ Internet gateway igw-025355bf2a7144e69 successfully attached to vpc-
018a10d7a35601052

AWS Global View (2 Notifications ®0 A0 @2 0 B0
[ Fitter by vec v || igw-025355bf2a7144e69 / G_IGW

¥ Virtual private cloud

VPC dashboard <

Details info

Your VPCs
Internet gateway ID State

Subnets [0 igw-025355bf2a7144e69 @ Attached
Route tabl

oute tables VPC ID Owner
Internet gateways vpc-018a10d7a35601052 | G1-VPC I0] 953305038422
Egress-only internet
gateways
DHCP option sets TagS (1)
Elastic IPs | Q Search tags )
Managed prefix lists 1 3
MNAT gateways Key | Value |
Peering connections Name G IGW

Route servers

¥ Security
Network ACLs

Security groups

¥ PrivateLink and Lattice

Getting started v

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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Configured public routes via IGW and private routes via FortiGate to control and secure traffic flow.
Routing private subnet traffic through FortiGate ensures that all traffic is inspected before reaching
external networks.

Task 4: Route Tables Configuration

{ VPC | ap-southeast-2 x ar ¥ Ask Gemini - (m] x
< c %3 hitps://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#R... g D (-1 K2 .
| g8 [ Mewfolder [ New folder [FyY Adobe Acrobat Home ﬁ Free 4K Stock Video.. @ External Resources ffl Top PTE Training Ins... »
[Alt+S] @ 3] a @ s Asia Pacific (Sydney) v A
e VPC > Routetables > rtb-0955d44cf5e052624 O &/
S
Route table rtb-0955d44cf5e052624 | Public_Route_Table was created successfully.
VPC dashboard < % l - - g X
AWS Global View 2 rtb-0955d44cf5e052624 / Public_Route_Table
| Filter by VPC v |
. . Details i
¥ Virtual private cloud e
Your VPC Route table ID Main Explicit subnet Edge associations
ourvrLs [0 rtb-0955d44cf5e05 I No associations -
Subnets 2624 -
R bl Owner ID
oute tables VPC I 953305038422
Internet gateways vpc-
Egress-only internet 018a10d7a35601052 |
gateways G1-VPC
DHCP option sets
Elastic IPs Routes Subnet associations Edge associations Route propagation Tags
Managed prefix lists
NAT gateways Routes (1) | Both v | ( Edit routes )
Peering connections |' Q, Filter routes \‘ 1 @
Route servers Destination v | Target v | Status v | Propagated ¥ | RouteOrigin v |
¥ Security 10.160.0.0/16 local @) Active No Create Route ...
Network ACLs
Security groups
¥ PrivateLink and Lattice
Getting started v

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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{ VPC | ap-southeast-2 X + ¥ Ask Gemini = [m] X
< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-24Ed... ¥ & = & . :
| oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock video.. ¥ External Resources  [®] Top PTE Training Ins... »

Q Search [Alt+S] @ 2] Q @ fr Asia Pacific (Sydney) w J——

= VPC » Routetables » rtb-0955d44cf5e052624 » Edit routes G2

Edit routes

Route 1
Destination Target Status
10.160.0.0/16 [ local v | © Active
[ Q local X |
Propagated Route Origin
No CreateRouteTable
Route 2
Destination Target Status
|' Q, 0.0.0.0/0 X ‘| |' Internet Gateway v ‘| -
|‘ Q, igw-025355bf2a7144e69 X ‘|
Propagated Route Origin
No CreateRoute
Cancel Save changes —

E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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{ VPC | ap-southeast-2 X + ¥ Ask Gemini = [m] X
< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-24Ed... ¥ & = & . :
| oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock video.. ¥ External Resources  [®] Top PTE Training Ins... »

Q Search Asia Pacific (Sydney) »

genistudent60

= VPC » Routetables » rtb-0955d44cf5e052624 » Edit subnet associations G2

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (1/5)

I: Q, Filter subnet associations i| 1 i
B | Name v | SubnetID v | IPv4CIDR v | 1IPv6 CIDR v | Routetable D

[ Lan10 subnet-068a744a7ebed... 10.160.10.0/24 - Main (rtb-0047b8z

\:\ LAN30 subnet-08b75357b5b6... 10.160.30.0/24 - Main (rtb-0047b82

\:\ LANZ20 subnet-009adc088ab24... 10.160.20.0/24 - Main (rtb-0047b8:

\:\ LANS0 subnet-Oada3367fc544... 10.160.50.0/24 - Main (rtb-0047b8z

\:\ LAN4D subnet-0645102d9f3f6... 10.160.40.0/24 - Main (rtb-0047b8z

8 3

Selected subnets

[ subnet-068a744a7ebed93ce / Lan10 X ]

E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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{ VPC | ap-southeast-2 X + ¥ Ask Gemini = [m] X
< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-24Ed... ¥ & = & . :
| oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock video.. ¥ External Resources  [®] Top PTE Training Ins... »

Q Search Asia Pacific (Sydney) »

genistudent60

= VPC » Routetables » rtb-093dd2b45a8062435 » Edit subnet associations G2

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (4/5)

I: Q, Filter subnet associations i| 1 i
B | Name v | SubnetID v | IPv4CIDR v | 1IPv6 CIDR v | Routetable D
O Lan10 subnet-068a744a7ebed... 10.160.10.0/24 - rtb-0955d44cf5e0
LAN30 subnet-08b75357b5b6... 10.160.30.0/24 - rtb-093dd2b45a8(
LAN20 subnet-009adc088ab24... 10.160.20.0/24 - rtb-093dd2b45a8(
LANS0 subnet-Oada3367fc544... 10.160.50.0/24 - rtb-093dd2b45a8(
LAN4O subnet-0645102d9f3f6... 10.160.40.0/24 - rtb-093dd2b45a8(

>

-

Selected subnets

[ subnet-08b75357b5b65bf09 / LAN3D ] [ subnet-0645102d9f3f53e92 / LANAO X ] [ subnet-009adc088ab24180a / LAN20 x]

[ subnet-Oada3367fc544ef99 / LANSO % ]

Cancel Save associations

E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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B VPC | ap-southeast-2
< c =

oo [3 Mew folder

¥ Ask Gemini - [m] X

https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#R... 3¢ o3 (= K2 . :

J.Y Adobe Acrobat Home ﬂ Free 4K Stock Video... @ External Resources [E] Top PTE Training Ins... »

® 2] Q @ & Asia Pacific (Sydney) w

genistudent&0

e VPC > Route tables

VPC dashboard

AWS Global View |2

-

| Fitter by VPC

.

Your VPCs
Subnets

Route tables
Internet gateways

Egress-only internet
gateways

DHCP option sets
Elastic IPs

Managed prefix lists
NAT gateways
Peering connections

Route servers

¥ Security
Network ACLs

Security groups

Getting started

[J cloudshell  Feedback

Virtual private cloud

PrivateLink and Lattice

[} console Mobile App

Set main route table X

Main route table controls the routing for all subnets that are not explicitly associated

with any other route table. Are you sure you want to set this route table as the main
route table?

* rtb-093dd2b45a8062435 / Private_Route_Table

To confirm setting, type set in the field.

(set

Cancel

Privacy Terms Cookie preferences
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{ VPC | ap-southeast-2 X + 4+ Ask Gemini = [m] X
< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#R... ¥ & = & . :
| oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock videa.. ¥ External Resources  [#) Top PTE Training Ins... »

[Alt+S] @ 2] Q @ & Asia Pacific (Sydney) w

genistudent60

e VPC > Route tables @ o &

a
You successfully set the route table rtb-093dd2b45a8062435 / Private_Route_Table as main.
VPCdashboard ¢ © v / Siscus X
Last updated
AWS Global View |2 ROLItE tables (‘l /3) [t less than a minute ago @ m Create route table

|4 Q, Find route tables by attribute or tag | 1 s

|‘ Filter by VPC v |

& | Name v | RoutetableID v | Explicit subnet associ... ¥
¥ Virtual private cloud
J = rtb-0047b82bb1bd8f481 -

Your VPCs '_
Subnets [ Public_Route_Table rth-0955d44cf5e052624 subnet-068a744a7ebe49...
Route tables [ Private_Route_Table rtb-093dd2b45a8062435 4 subnets
—
Internet gateways < ’
Egress-only internet
gateways
DHCP option sets
— &
Elastic IPs .
rtb-093dd2b45a8062435 / Private_Route_Table 8 v
Managed prefix lists
NAT gateways < Details Routes Subnet associations Edge associations Route pr >
Peering connections
Route servers
¥ Security Details
Network ACLS Route table ID Main Explicit subnet Edge associations
) [0) rtb-093dd2b45a8 I0] Yes associations -
Security groups 062435 4 subnets
OwneriD
¥ PrivateLink and Lattice VPC I0) 953305038422
Getting started v vpCe- v
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RouteTables | VPC Console X + 4+ Ask Gemini = [m] X
< & 25 https://ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-southeast-2#R... ¥ & = & . :
oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock videa.. ¥ External Resources  [#) Top PTE Training Ins... »

® 2] Q @ & Asia Pacific (Sydney) w genistudent60
e VPC > Route tables @ ® B
&
You have successfully deleted rtb-0047b82bb1bd8f481 X
VPC dashbosrd <
AWS Global View |2 Route tables (2) Lz less than a minute ago @ m Create route table
(" Fitter by vPC v | I‘ Q, Find route tables by attribute or tag ‘| 1 s
[J | Name v | RoutetableID v | Explicit subnet associ... ¥
¥ Virtual private cloud =
] Public_Route_Table rtb-0955d44cf5e052624 subnet-068a744a7ebed9...
Your VPCs .
[ Private_Route_Table rtb-093dd2b45a8062435 4 subnets
Subnets = TT=TE=TEE O TS s
ex ] >
Route tables
Internet gateways
Egress-only internet
gateways Drag or select to resize
DHCP option sets
— r
Flastic1Ps rtb-0047b82bb1bd8f481 ® v
Managed prefix lists
NAT gateways < Details Routes Subnet associations Edge associations Route pr >
Peering connections
Route servers
¥ Security Details
Network ACLS Route table ID Main Explicit subnet Edge associations
[0) rtb-0047b82bb1b [C1 No associations -
Security groups dafasl _
Owner ID
¥ PrivateLink and Lattice VPC I0) 953305038422
Getting started v vpCe- v
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Created a security group allowing inbound access for setup; this will be restricted later, following
best practices. Access rules were restricted to required ports only to minimise security risks instead
of allowing open access.

Task 5: Security Group Configuration

{ Bl createsecurityGroup [EC2]ap X+ ¥ Ask Gemini - [} X
< c %  https://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#CreateSec... ¥ 3 (= R .
| gg D MNew folder D New folder h‘ Adobe Acrobat Home ﬁ Free 4K Stock Video... @ External Resources ff\ Top PTE Training Ins... »

[Alt+S] @ 3] a @ s Asia Pacific (Sydney) v A

= EC2 > Security Groups > Create security group (O

A security group acts as a virtual firewall for your instance to control inbound and outbound traffic. To create a new security group, complete the fields
below.

Basic details

Security group name Info

| Management_SG

Mame cannot be edited after creation.

Description info

| Allows SSH access to developers

VPC info

| Select a VPC v

Inbound rules info

Inbound rule 1

Type Info Protocol info Port range Info

[ All traffic v |

Source type Info Source Info Description - optional Info
|' Anywhere-IPv4 v ‘| \'

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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{ [ securityGroup | EC2 |ap-south- X ar 4+ Ask Gemini = O X
< & 25 https://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#SecurityG... ¥ & a & . :
oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock videa.. ¥ External Resources  [#) Top PTE Training Ins... »

[Alt+S] @ 2] Q @ & Asia Pacific (Sydney) w

genistudent60

e EC2 > Security Groups » sg-0488ee632cafc2e43 - Management_SG G2

ImsLdrnce rypes

Launch Templates @ Security group (sg-0488ee632cafc2ed3 | Management_SG) was created successfully

» Details

Spot Requests

Savings Plans sg-0488ee632cafc2e43 - Management_SG

Reserved Instances

Dedicated Hosts Details

Capacity Reservations Security group name Security group ID Description VPCID

Capacity Manager New [0 Management_SG [0] sg-0488ee632cafc2 [0 Allow all traffic for vpc-

ed3 test 018a10d7a35601052

¥ Images [t

AMIs

Owner Inbound rules count Outbound rules count

AMI Catalog [0] 953305038422 1 Permission entry 1 Permission entry
w Elastic Block Store

Volumes < Inbound rules Outbound rules Sharing VPC associations Related rest >

Snapshots

Lifecycle Manager

v Network & Security Inbound rules (1) @ Manage tags Edit inbound rules

Security Groups | Q Search ‘ 1 @
Elastic IPs | Name v | Security grouprulelD ¥ | IP version v | Type
Placement Groups - - sgr-Oe8ee2333dcf246ea IPva All traffic

Key Pairs T >

Network Interfaces

¥ Load Balancing

E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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Created ENIs for each subnet and disabled source/destination check to allow FortiGate to route
traffic. ENIs were used to manage network interfaces more effectively and support proper traffic
routing through the firewall.

Task 6: ENI Configuration

{ Bl network interfaces | EC2 |ap-sc X+ ¥ Ask Gemini - [} X
< & 2% https://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#NIC: ¥ & (R-3 & .
‘ gg 3 Mewfelder [ New folder h‘ Adobe Acrobat Home ﬁ Free 4K Stock Video... @ External Resources E@ Top PTE Training Ins... »

[Alt+S] @ E] ﬂ @ @_{ Asia Pacific (Sydney) =

e EC2 > Network interfaces @ G2

@ Successfully created network interface eni-0392ab09895b51efe

View network interface

EC2 <
‘ Dashboard

AWS Global View (2 Network interfaces (1) it

e © ek mertc
Events less than a minute ago

¥ Instances |‘ Q, Search '| - &

Instances

]| Name £ v | Network interface ID v Subnet 1D v | VPCID

Instance Types O eni-0392ab09895b51efe subnet-009adc088ab24180a |2 vpc-018a10d
Launch Templates 4 CEEE—— >

Spot Requests

Savings Plans

Reserved Instances —_

Dedicated Hosts Select a network interface & v

Capacity Reservations

Capacity Manager New

¥ Images
AMIs

AMI Catalog

w Elastic Block Store
Volumes

Snapshots

Lifecycle Manager - -

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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{ ] Network interfaces | EC2 |ap-s X+ 4 Ask Gemini - m] X
I < & 2%  hitps://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#NIC: b4 & = & . :
oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock videa.. ¥ External Resources  [#) Top PTE Training Ins... »
[Alt+S] @ 2] Q @ & Asia Pacific (Sydney) » genistudent60
e EC2 > Network interfaces @ G2
a a
EC2 ¢ @ Successfully created network interface eni-053ea35c4761460b6
Dashboard
AWS Global View 12 Network interfaces (2) i
Events less than ;ar:i:nftia;;: @ Create network irterface
¥ Instances | Q search | 1 @
Instances [] | Name g v | Network interface ID v | Subnet ID v | VPCID
Instance Types O eni-0392ab09895b51efe subnet-009adc088ab24180a 2 vpc-018a10d
Launch Templates O eni-053ea35c4761460b6 subnet-08b75357b5b65bf09 |2 vpc-018a10d
Spot Requests < oEEE—— >
Savings Plans
Reserved Instances -
Dedicated Hoste Select a network interface & v
Capacity Reservations
Capacity Manager New
¥ Images
AMIs
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager — —
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{ [l Network interfaces | EC2 [ap-s- X ar ¥ Ask Gemini = O X

< c 2%  hitps://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#NIC: b+ o3 (= i. .

ew Tolder ew Tolder AdobDe Acrobal ome o] Free (a]al ideo... xternal Resources 7-\[ &) raining Ins... »
|““ New fold New fold Y Adobe Acrobat H I free 4K Stock Vid External R % Top PTE Training

Q Search [Alt+S] @ 2] Q @ fr Asia Pacific (Sydney) w J——

e EC2 > Network interfaces @ [
EC2 ¢ Network interfaces (2) info © Create netuwork interface

Ii Q, Search '| 1 3

Dashboard

()| N v i v v
AWS Global View (2 | ame 2 | Network interface ID | Subnet ID | VPCID

Events O ENI-LAN20 eni-0392ab05895b51efe subnet-009adc088ab24180a 1A vpc-018a10d

O ENI-LAN30 eni-053ea35c4761460b6 subnet-08b75357b5b65bf09 |2 vpc-018a10d
4 G b

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans

Reserved Instances -
Select a network interface 8 v

Dedicated Hosts
Capacity Reservations

Capacity Manager New

¥ Images
AMIs

AMI Catalog

w Elastic Block Store
Volumes

Snapshots

| Lifecycle Manager — —
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{ ] Network interfaces | EC2 |ap-s X+ 4 Ask Gemini - m] X
I < & 2%  hitps://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#NIC: b4 & = & . :
oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock videa.. ¥ External Resources  [#) Top PTE Training Ins... »
[Alt+S] @ 2] Q @ & Asia Pacific (Sydney) » genistudent60
e EC2 > Network interfaces @ G2
a a
EC2 ¢ @ Successfully created network interface eni-057ffa2fbedd938b9
Dashboard
AWS Global View 12 Network interfaces (3) info
Events less than ;ar:i:nftia;;: @ Create network irterface
¥ Instances | Q' Search | 1 @
Instances [] | Name & v | Network interface ID v | Subnet ID v | VPCID
Instance Types ] ENI-LAN20 eni-0392ab09895b51efe subnet-009adc088ab24180a 2 vpc-018a10d
Launch Templates |_:_| ENI-LAN30 eni-053ea35c4761460b6 subnet-08b75357b5b65bf09 |2 vpc-018a10d
Spot Requests .
[ eni-057ffa2fbedd938b9 subnet-0645102d9f3f63e92 | A vpc-018a10d
Savings Plans - -
Reserved Instances -
Dedicated Hoste Select a network interface & v
Capacity Reservations
Capacity Manager New
¥ Images
AMIs
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager — —

E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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Network interfaces | EC2 | ap-= X ar ¥ Ask Gemini = O X
< C 25 hiips:y//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#NIC: b4 o3 (= K2 . :
oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock videa.. ¥ External Resources  [#) Top PTE Training Ins... »

a Pacific (Sydney) »

genistudent&0

e EC2 > Network interfaces @ G2

EC2 <

Dashboard
AWS Global View |2

Events

¥ Instances
Instances
Instance Types
Launch Templates Change source/destination check
Spot Requests Network interface
Savings Plans eni-0392ab09895b51efe

Reserved Instances Source/destination check
Dedicated Hosts Enable

Capacity Reservations

Capacity Manager New

¥ Images
AMIs
AMI Catalog

w Elastic Block Store

Volumes
Snapshots
Lifecycle Manager —
E] CloudShell Feedback [} console Mobile App Privacy Terms Cookie preferences
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{ [l Network interfaces | EC2 [ap-s- X ar 4+ Ask Gemini = O X
< & 2%  hitps://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#NIC: b4 & = & . :
| oo [ Newfolder [ Mewfolder [\Y Adobe Acrobat Home W) Free 4k Stock videa.. ¥ External Resources  [#) Top PTE Training Ins... »
[Alt+S] @ 2] Q @ & Asia Pacific (Sydney) w genistudent60
e EC2 > Network interfaces @ G2
& r
EC2 ¢ @ Successfully updated the source/destination check for eni-057ffa2fbedd938b9
Notifications 0 A0 @5 @0 @0 ~
Dashboard .
Networkinterfaces (4) we =27 © E——
AWS Global View |2 ) 2 )
Evente l Q, Search ) 1 3
A1 N .
v Instances [] ame 2 v | Network interface ID v | Subnet 1D v | VPCID
Instances B ENI-LAN20 eni-0392ab09895b51efe subnet-009adc088ab24180a |2 vpc-018a10d
Instance Types []  ENI-LAN30 eni-053ea35c4761460b6 subnet-08b75357b5b65bf09 |2 vpc-018a10d
Launch Templates B ENI-LANS0 eni-01d22baf0c7b4f046 subnet-O0ada3367fc544ef99 |2 vpc-018a10d
Spot Requests I':'I ENI-LAN4O eni-057ffa2fbedd938b9 subnet-0645102d9f3f63e92 |2 vpc-018a10d
Savings Plans 4 G >
Reserved Instances -
i ~
Dedicated Hoste Select a network interface @
Capacity Reservations
| Capacity Manager New
¥ Images
AMIs
AMI Catalog
¥ Elastic Block Store
Volumes
Snapshots
Lifecycle Manager — —

[} console Mobile App

[>J cloudshell
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[ Networkinterfaces [EC2 [ap-sc X + 4 Ask Gemini - O X
s O i AT e R I T ST S e RIE * O @B & @
g3 [ Newfolder [ Newfolder [y Adobe Acrobat Home W) Free 4k Stock Video.. @ External Resources  [#) Top PTE Training Ins... R PTE tips - warunima... o Mack Test | ALFa PTE [l Intellect Initiative »

e EC2 > Network interfaces @

a

3

@ Successfully updated the source/destination check for eni-057ffa2fbedd938b9
Notifications ®0 A0 @5 Q0 @0

Dashboard .
ashboar Network interfaces (4) o LE““”“““@3) Create network interface

AWS Global View (2 3 minutes ago

(Q search ) 1 @

EC2 <

Events

O Name £ v | Network interface ID v

Subnet ID v | VPCID v | Availability Zone v | Security

<

Instances
Instances ()] ENI-LAN20 eni-0392ab09895b5 1efe subnet-009adc088ab24180a |2 vpc-018a10d7a35601052 |2 ap-southeast-2a Manager

Instance Types ENI-LAN30 eni-053ea35c4761460b6 subnet-08b75357b5b65bf09 |2 vpc-018a10d7a35601052 |2 ap-southeast-2a Manager

Launch Templates ENI-LAN50 eni-01d22baf0c7b4f046 subnet-Oada3367fc544ef99 |2 vpc-018a10d7a35601052 |2 ap-southeast-2c Manager

Spot Requests ()] ENI-LAN40O eni-057ffa2fbedd938b9 subnet-0645102d9f3f63e92 |2 vpc-018a10d7a35601052 |2 ap-southeast-2b Manager
Savings Plans 4 »

Reserved Instances

Dedicated Hosts Select a network interface 8 v

Capacity Reservations

Capacity Manager New

<

Images
AMIs
AMI Catalog

4

Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

loudShell  Feedback [ Console Mobile App Privacy Terms  Cookie preferences
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Deployed FortiGate with multiple ENIs and assigned an Elastic IP to provide a static public access
point, while configuring private subnet traffic to pass through the firewall for inspection instead of
direct internet access. FortiGate was used as a central firewall to control and monitor traffic

between subnets and external networks.

Task 7: FortiGate Deployment and Configure Routing

.f Bl Getstartad |EC2 |ap-southeas X+ ¥ Ask Gemini = (m] X
< c 25  https://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#GetStarted: ¥ D 3 K2 .
oo [ Newfolder [ Newfolder [\Y Adobe Acrobat Home W& Free 4k Stock Video.. @ External Resources  [# Top PTE Training Ins.. »

[Alt+S] 2] Q ®@ 83 Asia Pacific (Sydney) v LRI

= ECZ > Getting started G2

Getting started
Follow the helpful walkthroughs below to help you get started or skip the walkthroughs and continue with launching a server without any getting started

guidance.

Getting started walkthroughs

Learn about EC2 and launch test instances Setup cost controls, secure and automatically backup
your data

Learn about EC2 and launch a test server that won't need backups or

store sensitive information. Configure your account settings to create budgets, require backups and

@ 3 minutes data encryption. With these settings, you'll then launch a production-
ready server.

Get started @ 5 minutes
Get started

Cancel ( Launch without a walkthrough )

@ CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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{ El aws Marketplace x  + # Ask Gemini - O X
< c %5  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#Launchinst.. ¥ &3 a K . :
oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »

[Alt+S] 2] Q ® 3 Asia Pacific (Sydney) v

genistudent60

= EC2 > Instances » Launchaninstance » AMIis @ O B
P \ A A
| Q FortiGate X |® > I
AWS Marketplace AMIs (20) Commi . . '
. Fortinet FortiGate Next-
AWS & trusted third-party AMIs Publ
reAmner - Generation Firewall
Sold by: Fortinet Inc. |2
¥ Refine results [ Deployed on AWS] [ Free Trial ]
Categories Fortinet FortiGate allows mitigation of blind spots to improve

policy compliance by implementing critical security controls...
Infrastructure Software (20)

DevOps (8) [ Show more
Machine L i 2
IO:_C(;;‘E earning (2) 42 YWdrw,ir (286) 286 reviews |A
Cloud Operations (1) l
» Publisher Subscribe and launch
» Pricing model
» Operating system < Overview Pricing Legal Usage Resc >
» Free trial
» Deployed on AWS
» Contract type Overview
» Average rating —
FortiGate-VM on AWS Overview . .
» Architecture 2 — Highlights
l.—'—'l o * FortiGate offers
- = Rt il i:[] protection from a v
CloudShell Feedback Console Mobile App Privacy Terms Cookie preferences
[
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[ El aws Marketplace x + ¥ Ask Gemini [m] X
< c %5  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-... ¥¥ 3 [R< 2 . Finish update *
HH [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »

10 BB & @ @

Asia Pacific (Sydney) v

= ECZ > Instances > Launch aninstance @ o

® Success

Successfully initiated launch of instance (i-00712f5c¢3293fdbf5)

» Launch log

Next Steps

| Q, What would you like to do next with this instance, for example “create alarm” or “create bc 1 2 3 4 5 6

[>J cloudshell

CCC603 | Assessment-6 | Level 6: Diploma in Cloud Computing and Cyber Security | Student ID: 27085022

Create billing usage alerts

To manage costs and avoid surprise bills,
set up email notifications for billing usage
thresholds.

( Create billing alerts |2 )

Create EBS snapshot policy

Create a policy that automates the

Feedback

[ console Mobile App

Connect to your instance

Once your instance is running, log into it
from your local computer.

( Connect to instance @)

Learn more A

Manage detailed monitoring

, Amazon Web Serv

Enable or disable detailed monitoring for

Inc. or its affiliates.

Connect an RDS database

Configure the connection between an EC2
instance and a database to allow traffic
flow between them.

( Connect an RDS database |2 )

Create a new RDS database |2

Learn more |?

Create Load Balancer

Create a application, network gateway or

Privacy  Terms

Cookie preferences

Page 36 of 64
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{ E Instances | EC2 | ap-southeast- X + & Ask Gemini = O x
<« c 25  https://ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-... ¥r 8 (R i, . Finish update
S [ Newfolder [ Newfolder [4Y Adobe Acrobat Home W3] Free 4K Stock Video.. (@ External Resources [ Top PTE Training Ins... »
e_\'y__s,, ® [Alt+S] @ 2] o @ i Asia Pacific (Sydney) v genistudents0
e EC2 > Instances @ G

Y r Y
EC2 <
Sachboard Instances (1/1) info
AWS Global View (2 @ ( Connect ) ( Instance state ¥ ) ( Actions ¥ ) Launch instances v
_Saved filter sets L ;
Events | Choose filter set ® | | Q. Find Instance by attribute or tag (case-sensitive) | 1 fr]
¥ Instances Name & v | Instance D | Instancestate ¥ | Instancetype
L4 ortiGate i C Runnin t3.medium
Instances FortiG i-00712f5¢3293fdbf5 g 3 medi
Instance Types P >
Launch Templates .
Spot Requests i-00712f5c3293fdbf5 (FortiGate) 8 v
Savings Plans
Reserved Instances < Details Status and alarms Monitoring Security Networking s >
—
| Dedicated Hosts
¥ Instance summary info
Capacity Reservations
c ity M y Instance ID Public IPv4 address Private IPv4 addresses
apacity Manager New I5) i-00712f5c3293fdbf5 I5) 3.106.217.65 | open address 2 | [ 10.160.10.4
v Images I3 10.160.20.10
AMls IPv6 address Instance state Public DNS
AMI Catalog B @ Running B
v Elastic Block Store Hostnamfe type Prlv_ate IP DNS name (IPv4 only)
IP name: ip-10-160-10-4.ap- |_|:| ip-10-160-10-4.ap-southeast-2.
Volumes southeast-2.compute.internal compute.internal
Snapshots . .
Answer private resource DNS name Instance type Elastic IP addresses
Lifecycle Manager v - t3.medium - vwe

@ CloudShell Feedback E,“ Console Mobile App Privacy Terms Cookie preferences
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{ E Instances | EC2 | ap-southeast-- X + ¥ Ask Gemini = O x
< c 25  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-... ¥ 3 (=1 2 . Finish update }
oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »
'DJ_W__E ® 1 [Alt+S] @ E] 0 @ @ Asia Pacific (Sydney) v genistudent60
e EC2 » Instances @ i

Y &
EC2 <
Dashboard Instances (1/1) info
AWS Global View 2 @ ( Connect ) ( Instance state ¥ ) ( Actions ¥ ) Launch instances v
_Saved filtersets .
Events | Choose filter set w | | Q, Find Instance by attribute or tag (case-sensitive) | 1 i
¥ Instances Name & v | Instance D | Instancestate ¥ | Instancetype ¥
Instances [ FortiGate i-00712f5¢3293fdbfs @FRunning @ @ t3.medium
Instance Types « CEEEEEEE— >
Launch Templates .
Spot Requests i-00712f5c3293fdbf5 (FortiGate) 8 v
Savings Plans
Reserved Instances < Details Status and alarms Monitoring Security Networking s >
—
| Dedicated Hosts
. . ¥ Instance summary Info
Capacity Reservations
c ity M Instance ID Public IPv4 address Private IPv4 addresses
apacity Manager New IF) i-00712f5¢3293fdbf5 IF] 3.106.217.65 | open address 12 | [ 10.160.10.4
v Images [0 10.160.20.10
[F1 10.160.30.10
AMIs
AMI Catalog IPv6 address Instance state Public DNS
- (@ Running -
¥ Elastic Block Store 5
Hostname type Private IP DNS name (IPv4 only)
Volumes IP name: ip-10-160-10-4.ap- [0] ip-10-160-10-4.ap-southeast-2.
Snapshots southeast-2.compute.internal compute.internal
Lifecycle Manager w Answer private resource DNS name  Instance type Elastic IP addresses vw

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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{ El network interfaces | EC2 | ap-sc X + & Ask Gemini - (] x
< c 25  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-... ¥ 3 (=1 2 . Finish update }
oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »

e EC2 > Network interfaces

EC2 <

Dashboard
AWS Global View A

Events

Instances
Instances

Instance Types
Launch Templates
Spot Requests

Savings Plans

Reserved Instances
! Dedicated Hosts
Capacity Reservations

Capacity Manager New

Images
AMIs
AMI Catalog

Elastic Block Store

Volumes

Snapshots

Lifecycle Manager -

Feedback

[>J cloudshell

mesl® | B & @ 9@

Network interfaces (5) info

Asia Pacific (Sydney) v genistudent60

@ Create network interface

Ii Q, Search J 1 s
[J] Name 2 v | Network interface ID v | SubnetID v | vPCID
|':'I ENI-LAN4O eni-057ffa2fbedd938b9 subnet-0645102d9f3f63e92 |2 vpc-018a10d7
[:'l ENI-LAN30 eni-053ea35c4761460b6 subnet-08b75357b5b65bf09 |2 vpc-018a10d7
O eni-0dbec846b8fc2a088 subnet-068a744a7ebe493ce |2 vpc-018a10d7
O ENI-LANZ20 eni-0392ab09895b51efe subnet-009adc088ab24180a | vpc-018a10d7
O ENI-LANS0 eni-01d22baf0c7b4f046 subnet-0ada3367fc544ef99 | A vpc-018a10d7

4 aEEE———

Select a network interface

[ console Mobile App

>
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[ & Eiastic 1P addresses | EC2 | ap-s: X + ¥ Ask Gemini - (] x

< c 25  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-... ¥ 3

[Alt+S] Bl Q ® 1] Asia Pacific (Sydney) v

e EC2 > Elastic IP addresses

'Y

Dedicated Hosts @ Elastic IP address allocated successfully.
Capacity Reservations Elastic IP address 54.79.213.63

Capacity Manager New Associate this Elastic IP address

(=1 2 . Finish update }

oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »

genistudent60

¥ Images Elastic IP addresses (1) info @ Allocate Elastic IP address

AMIs | Q. Find elastic IP addresses by attribute or tag |
AMI Catalog ) '
[ Public IPv4 address : 54.79.213.63 | x] ( Clear filters ) . @

v Elastic Block Store

Volumes [J| Name v | Allocated IPv4 addr... ¥ | Type v | ¢

Snapshots o - 54.79.213.63 Public IP €

. . ]

Lifecycle Manager 4 >

¥ Network & Security
| Security Groups —
Elastic IPs Select an elastic IP address & v
Placement Groups
[ (D View IP address usage and recommendations to release unused IPs with Public IP insights.|? X J
Key Pairs

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

Trust Stores

¥ Auto Scaling

E] CloudShell Feedback [ console Mobile App
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{ E Elastic IP addresses | EC2 | ap-= X + ¥ Ask Gemini = O x
< c 25  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-... ¥ 3 (=1 2 . Finish update }
oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »

[Alt+S] Bl Q ® 1] Asia Pacific (Sydney) v P
e EC2 > Elastic IP addresses @ © &
4 Y
Dedicated Hosts @ Elastic IP address associated successfully.
Capacity Reservations Elastic IP address 54.79.213.63 has been associated with network interface eni-Odbec846b8fc2a088
Capacity Manager New Elastic IP addresses (1) info © Allocate Elastic IP address
¥ Images | Q, Find elastic IP addresses by attribute or tag |
AMIs
[ Public IPv4 address : 54.79.213.63 | x] ( Clear filters ) . ®
AMI Catalog
. B v Y. v
v Elastic Block Store ] Name | Allocated IPv4 addr | Type | ']
Volumes - 54.79.213.63 Public IP €
N
Snapshots ‘ ’
Lifecycle Manager
¥ Network & Security

| Security Groups —

Elastic IPs Select an elastic IP address & v
Placement Groups

[ (D View IP address usage and recommendations to release unused IPs with Public IP insights.|? X J
Key Pairs

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

Trust Stores

¥ Auto Scaling

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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{ E Elastic IP addresses | EC2 | ap-= X + ¥ Ask Gemini = O x
< c 25  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-... ¥ 3 (=1 2 . Finish update }
oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »

[Alt+S] Bl Q ® 1] Asia Pacific (Sydney) v P
e EC2 > Elastic IP addresses @ © &
4 Y
Dedicated Hosts @ Elastic IP address associated successfully.
Capacity Reservations Elastic IP address 54.79.213.63 has been associated with network interface eni-Odbec846b8fc2a088
Capacity Manager New Elastic IP addresses (1) info © Allocate Elastic IP address
¥ Images | Q, Find elastic IP addresses by attribute or tag |
AMIs
[ Public IPv4 address : 54.79.213.63 | x] ( Clear filters ) . ®
AMI Catalog
. B v Y. v
v Elastic Block Store ] Name | Allocated IPv4 addr | Type | ']
Volumes - 54.79.213.63 Public IP €
N
Snapshots ‘ ’
Lifecycle Manager
¥ Network & Security

| Security Groups —

Elastic IPs Select an elastic IP address & v
Placement Groups

[ (D View IP address usage and recommendations to release unused IPs with Public IP insights.|? X J
Key Pairs

Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups

Trust Stores

¥ Auto Scaling

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences

© 2026, Amazon Web Services, Inc. or its affiliates.

CCC603 | Assessment-6 | Level 6: Diploma in Cloud Computing and Cyber Security | Student ID: 27085022 Page 42 of 64



U COLLEGE
OF CREATIVE
v INNOVATION
{ VPC | ap-southeast-2 x + ¥ Ask Gemini - (] x
< c 25 httpsy//ap-southeast-2.console.aws.amazon.com/vpcconsole/home?region=ap-sou... ¢ 3 (=1 2 . Finish update }
oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »
[Alt+S] Bl Q ® 1] Asia Pacific (Sydney) v P
Y
Updated routes for rtb-093dd2b45a8062435 / Private_Route_Table successfull,
VPC dashboard < © Updated Sl y
» Details
AWS Global View (A . -
. rtb-093dd2b45a8062435 / Private_Route_Table
| Filter by VPC v |
¥ Virtual private cloud .
Details info
Your VPCs
Route table ID Main Explicit subnet Edge associations
Subriets [0] rtb-093dd2b45a80 03 Yes associations -
Route tables 62435 4 subnets
Owner ID
Internet gateways VPC I5) 953305038422
Egress-only internet vpc-
gateways 018a10d7a35601052 |
DHCP option sets G1-vPC
! Elastic IPs
Managed prefix lists Routes Subnet associations Edge associations Route propagation Tags
NAT gateways
Peering connections Routes (2) ‘ Both ¥ | ( Edit routes )
Route servers | Q. Filter routes | 1 83
v Security Destination v | Target v | Status v | Propagated Vv | RouteOrigin ¥ |
Network ACLs 0.0.0.0/0 eni-Odbec846b... @ Active No Create Route
Security groups 10.160.0.0/16 local @ Active No Create Route T...
¥ PrivateLink and Lattice
Getting started v

[J Cloudshell  Feedback
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[ console Mobile App

ap-southeast-2.console.aws.amazon.com/vpcconselefhome?...
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[ & Eiastic 1P addresses | EC2 | ap-s: X + ¥ Ask Gemini - (] x
< c 25  httpsy//ap-southeast-2.console.aws.amazon.com/ec2/home?region=ap-southeast-2#Ad... ¥ 3 & . Finish update *
oo [ Newfolder [ Newfolder [iY Adobe Acrobat Home W Free 4K Stock Video.. @) External Resources  [@) Top PTE Training Ins... »

[Alt+S] Bl Q ® 1] Asia Pacific (Sydney) v P
e EC2 > Elastic IP addresses @ O B
Capuacicy Tanegor ew .

(©) Elastic IP address allocated successfully.
¥ Images Elastic IP address 15.134.147.111

AMiIs Associate this Elastic IP address
AMI Catalog
Elastic IP addresses (1) o @ Allocate Elastic IP address

|' Q. Find elastic IP addresses by attribute or tag |

¥ Elastic Block Store

Volumes

Snapshots ( Public IPv4 address : 15.134.147.111 [ X ( clearfilters ) . @

Lifecycle Manager .
()] Name v | Allocated IPv4 addr... ¥ | Type v | ]

v Network & Security O 15.134.147.111 Public IP
Security Groups Yy ] 3
Elastic IPs

Placement Groups

Key Pairs .
Select an elastic IP address @ v
Network Interfaces

| » Load Balancing [ (@ View IP address usage and recommendations to release unused IPs with Public IP insights.i? X J

Load Balancers
Target Groups

Trust Stores

¥ Auto Scaling

Auto Scaling Groups

E] CloudShell Feedback [ console Mobile App Privacy Terms Cookie preferences
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e % @ 1034047 gin x|+ # Ask Gemini - 8 x

€ a5 s

B @ @ e

Uthesst-2.2onsole.aws BMAZON.COMAPCES

88 | [0 Wewiodw [ Wewlcder ) adobe Aciobst Home (] Fe 4 StockVido... @ ftomal Ssoceces B8 Top TE Wsing s PTE 6 - warusima. stn

VPC dashboard <

WS Gloal View (3

pres . m (rctons ) Asocate lastic 1 address

¥ Virtual private cloud

Your VPCs. summary

— Allocated 1Pys address Type Allocation 1D Reverse DNS record
0 15134147111 18 PublicP E) eipallos.0abTd 19603 cacd60

Route tables
Association 1D Scope Private 1P address
) eipassac-036ct3ad8baTicss 8 vee @ 10150104

gateways

interface 1D Metwork interface awner account 1D Public DNS NAT Gateway 10

DHEP option sats sbitc2s 101 953305038422

Elastic IPs
‘Address pool Network border group Service managed
ged prefix lists B Amazon 15 ap-southeast-2

Tags(0) ( Manage tags

v Security 1 s

Network ACLs
Key Value

Security groups

¥ Privatelink and Lattice No tags associated with this resource

Click the Manage tags button to add your frst tag

oups

ifications New

* DNS firewall

Rule grovps

Doman lists
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Task 8: AWS Lambda Automation

Used Lambda to automatically start and stop the FortiGate instance based on a scheduled time.
This automation helps reduce operational costs by ensuring the firewall runs only during required
hours.

Identity and Access

]
;8
B
3T

Management (IAM) e is an identity you can create that has specific permissions with credentials that are valid for short durations

Dashboard

¥ Access Management

Roles Anywhere 1o

Access AWS from your non AWS workloads.

X.509 Standard

Use your own

Temporary credentials

Use temporary credentials with ease and benefit from the enhanced security they provide.

(@ Select trusted entty

Trusted entity type

Select trusted entity .«

© Aws senvice

WS account ‘Wb identity

SAML 2.0 federation

Use case

Custom trust palicy
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B create roe [12M | Globl x4

€ @ %5 hips/us-east-1.consoleaws. amazon.comyiam/home region -ap-s:

Create role

(@ Selct rusted entty Select trusted entity .
Trusted entity type
» [(© mwssenice AWS account Web identity
SAML 2.0 federation Custom trust palicy
Use case

Allow an AWS service like EC2, Lamisda, or others to perform actions in this account
Service or use case
Lambda
Chose a use case for the specified serviee.
Use case
O Lambda

AwSServiceRoloForLambda

Caneel Next

Create role

@ Select trusted entity Add permissions i
(® Add parmissions Permissions polic ©
. Choose ane or more polic
Name, review, and create Filter by Type
Q ec2full x Al types ¥ 1match 1 &
Palicy name a| Type v | Description
Provides full access ta Amazon EC2 via th

WS managed

CEEE

» Set permissions boundary - optional

- ~
( Previous Next

Cancel
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|G % "
€ [<] tpsi/fuis-2ast-1.console.aws.amazon.com/iamyhome raglo VType=AWS_SERVICESselectedSanios =LambdaBiselectedUseCase = Lambdagpolicies=3rm Icaess * 0O @ @
B O O ¢ T dcbe crctvama [ ree 41 Sock Video.. @ Extamal Sescerces 8 Top PTE esving s 8 PTE G - warurma.. o inoe [l netectiisve [ Ciploma i cioud ¢.. [V 1 @ sl

Create role

@
@ Schect tnstnd ey Name, review, and create
™ messions Role details
LamdaEC2Rote
Description

Aliows Lambda functions to call AWS services on your behalf,

Step 1: Select trusted e

<)

Trust policy

Step 2: Add permissions )
Permissions policy summary

Policy name 12 & Type v | Attached as v

WS managed Permissions palicy

x4

s /us-8ast-1.console aws.amazon.conyiam/ho

B O Newtoss O o T o acrct Home 85 Free 4 Stack v @ Etmat pescunces ) Top PTE Tsning .. g8 BTE tps - warusima.. ot maore [ ettt (8

Roles

@
Identity and Access < @ Role LamdaEC2Mole created. (iewrale ) x
Management (IAM) —
Roles (4) . @ ote Create role
P — (4) ©
AP 1AM role is n kdentity you can create that has specific permissions with credentials thet are vald for short durations. Roles can be assumed by entites that you trust
Dashboard Q Search 1 @
¥ Access Management Role name a | Trusted entities Last activity v
Roles
ol ANSServiceRoleforResourceExplorer WS Service: resource-sxplarer-215¢ 2 hours aga
1AM users

ServiceRoleFarSupport NS Service: support (Service-Linke:

AWS Senvice: trustedadvisor(Service

LamdaECaRsle AW Service: lambida

Roles Anywhere it

Manage

¥ Access reports Authenticate your non AWS warkloads and securely provide access to AWS services.
2] 225
access Access AWS from your non AWS workloads X.509 Standard Temporary credentials

settings

Operate your non AWS workloads the same auth 4 auth strategythat  Use your own existing PK infrastructure or use AWS Certif

cate Use temporary credentials with ease and benefit from ¥ they provide.
ntial regart You use within AWS, arity (2 1o authenticate identities.
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B #mazon Eventaridge Sch % @ LmciEcaole|IAM |Gckal X+ # Ask Gemini - & x
B @ % hiugsus-east-1.consoleaws amazoncomyiamyhom tal t * D @ @ e
O rewtoin 3 R

© 1 > Foies > Lamstcanie

Identity and Access < LamdaEC2Role ..
Management (IAM)

€]

Allowes Lambda functions to call AWS services on your behalf
Q Far
Summary (edie )
Dashioard Creation date RN
April 25, 2026, 1307 (UTCH12:00) E) amiaws sam: 95330503842 2-0le /LamdaECZRole
¥ Access Management
Roles Last activity Maximum session duration
- 1 hour
Permissions  Trustrelationships  Tags | LastAccessed  Revoke sessions
" ~
Trusted entities (Ceait st potiey_)
Entities that can assume this role under specfied conditions.
1-
2
4 1

Reloted consoles

AWS Lambda
Run code without managing servers.

Get started

Bring your own cade, or choase 3 ready-
to-deploy example

Create a function

How it works

NET  Java  Nodejs  Python  Ruby  Custom runtime

11 JavaSeript
Just write the code

Above s a simple Lamida function. Click "Run” to see function output before going to the next step.

Use cases
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home?reghon-ap-Southeast-2#, create/function firstrun ~true &dntent -3 thorf romscratch

@ tranatesoueces 18 Tap PTE Wi s g P 6ps - varina. sk raore [l et osive [ Oplomaincld €. [ o g
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# Ask Gemird

* Do @

Lambda > Functia Create function

Create function ...

Choose

i of the fallowing options to create your fund

© Auther from seratch Use a blueprint Container image

Basic information

Function name

Runtime | nfo
e
Nede js 24.x ?)

Permissions

By default, Lambida will create an execution role with permissions to upload logs to Amazon CloudV

Tose a different role, chaose Custom execution role under More settings.

Custom settings i

@ EC2 capacity provider

automatic failure recovery. [

your prefeed EC

tead of Lambda's serverkess compute [default),

» Additional settings
Customize your hunctian architecture, execution role, HTTP{S) endpoints,

clation mede, VPC, code signing, KMS key, and tags

@ Cannot add or remave after creation

Cancel Create function

Info  Tuterials

Create a simple webapp  ~

wa will leam how

« Build a simple web app,

thraugh its function URL

e 2

/3p-southeast-2

# sk Gemirk - o x

0 2 @

mbda > Functions > Start-FortiGate

O Updating the function “Start-FortiGate". X
Code  Test  Monitor  Configuration  Aliases  Versions

Code source o

("open in visuat studio code & ) (" Uptoad from v ) ()
(Copenn visuat studio code & ) ((upload f DG

D4
tant-FonGate [ R=RuE )
" # lambda_functionp
START-FORTIGATE *
t, context
- 5 5
oerioY
Deploy {Clrl+Sht+L))
Test (Crl oSt o1}
TEST EVENTS (NONE SELECTED]

Code properties e

Package size SHA256 hash

Last modified

(o

>

Info  Tutorials

ent common use

Create a simple webapp  ~

i this tutorial you will learm how

(strttoriat )
& ,

CCC603 | Assessment-6 | Level 6: Diploma in Cloud Computing and Cyber Security | Student ID: 27085022

Page 50 of 64



U003 EE COLLEGE
OF CREATIVE
Vv INNOVATION

# Ask Gemird

oD® D @ @

homeTregion-ap-southeast-2/create/function fintent-sutho

@ btemal fesconces ) Top

Info  Tuterials N

Lambda > Functia Create function

Create function ...

ng options to create your fund

Choose ane of the fallo
Container image

Use a blueprint

© suther from seratch
Create a simple web app

wa will leam how

« Build a simple web app,

Basic information

Function name

ol — e . hrough s funcion URL
() £
©

Pythan 5.14

Permissions
Tose a different role, chaose Custom execution role under More settings.

By default, Lambda will create

an execution role with permissions to upload logs to Amazon CloudW

Custom settings e
@ EC2 capacity provider e }
your preferred EC

tead of Lambda's serverkess compute [default),

automatic failure recovery. Fun Lam

» Additional settings
Customize your hunctian architecture, execution role, HTTP{S) endpoints, clation made, VP, code sigring, KMS key, and tags

@ Cannot add or remave after creation
Cancel Create function

hesst-2console.aws,

(Al

Lambda > Functions > Stop-FartiGate
info | Tutorials 3

nt comman use

(" Theote = jons ¥ )
(_meottte ) (I3 copy aRN ) (_Actions » )

.

@ Successully updated the function “Stop-FortiGa

Stop-FortiGate
(port e iraractare companer ) ( Downiord ¥

¥ Function overview .
Function ARN
D) amcaws: ortiGate
app,

Stop-FortiGate Description . Build a simple web

$ Lres

Create a simple web app

i this tutorial you will learn how

]
Last madified
19 secands ago

+ Add destination )
\ ¢ Aedernen J e you o
through its functian URL

(+ agdtrigger )

Monitor | Configuration  Aliases  Versions

Code  Test

=) ( 310
(open n v s o) (L rrom +) (%)

Code source e
StopeFartiGate

STOPFORTIGATE

 neroy
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# Ask Gemini - 8 x

Amazon EventBridge

sashboard

¥ G e Amazon EventBridge Get started
A serverless service for building event-
driven applications

© Eventiridge Rule with event

¥ Buses EventBridge Scheduled rule

Ruls EventBridge Pipe

EventBridge Schedule

v Pipes

o EventBridge Schema registry
¥ Scheduler

Schedule

chedule groups

cheduled rules (legacy) Updan
¥ Integration

A®1 destina
How it works

¥ Schema registn
gistry varies by region.

Cost 2

Serverless 101 Learn
Amazon EventBridge — =

x4

€ tpsdfap-southeast-2.console.aws amazon.comyschedulerhomeTragi 0D @ @ e

= Amazon Eventridge 3 Schedules > Create schedule

default

Schedule pattern

Oceurrenee  afe
One-time schedule © Recuring schedule

Time zone
(UTC+12:00) Pacific/Auckland

Sehedule type

© Cron-based schedle Rate-based schedule

Cron expression | iafe ycoor X ciear

@onl o s . . ? . )

Mext 10 trigger dates

Flexible time window

off v
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# Ask Gemird - o x

* Do @

Finin upasta

umazon Eventiridge > Schedules

B msson rensrdge screcies %

> Create schedule

CreateFunction

WS Lamisda

Paylosd

1
2
4
s

H

J50N

n3,Col 2

CreateEventSourCEMapping

DeleteCodeSigningConfig

‘Start-fortiGets

WS Lambas
CreateFunction

Cancel

CreateunctionuriCanfig

a5 Lambas
DeleteAlias

&

art_instances (TnstanceTds=[

((_skip to Review and create schedule ) (_Pravious

1-69BFddfP0T691885¢ " 1) \n

Hext

Amazon EventBridge <
Dashboard

¥ Developer resources

L

Quick starts
v Buses
Eves

Rules

Glabal endpoints

* Pipes
Pipes
v Scheduler

Schedules

Sehedule groups

Scheduled rul

* Integration

tion 12

Free virtual warkshops @ Wew

Start-FortiGate

@ Vour schedule StartFortiGate s being created

Start-FortiGate

Schedule detail

Schedule name
Start-FortiGate

Deseription
Schedule group name

default

Schedule | Target

Schedule

Cron expression info

(Cmrmowrasion

Next 10 trigger dates

Retrypolicy ~ Dead-letter queue

Status

@ Enabled

Scheduls ARN
B armcawssschedulerap-sutheast

295330503684 22:schedule/default/Stan-FortiGate

Action after completion
NONE

Encryption

Schedule start time.
Schedule end time

Execution time zone
Pacific/Auckland

Schedule start time
Schedule end time

Execution time zone
pacfic/auckland

(oisavta ) ("eain ) (Cpelets

Flaxibla time window
Created date
Apr 25, 2026, 13:30:25 (UTC+12:00)

Last modified date
Apr 25, 2026, 13:30:25 (UTC+12:00)
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= Amazon Eventfiridge > Schedules > Create schedule

Select target Schedule name and description

Schedule name

Stop-FostiGate

Deseription - optional

Schedule group

default

Schedule pattern

Oceurrenee  ate
One-time schedule

Time zone

(UTC+12:00) Pacific Auckland

Schedule type

= )

© Cron-based sehesle

Bate-based schedule

Cron exprassion | info

aonl o

Mext 10 trigger dates

Create schedule

AWS Lambds
DeletefunctionConcurrency
AWS Lambds
PutfunctionConcurrency

CreateFunction
AWS Lambda
Input

v

Mooy X Cear

X | setst Ty

AWS Lambda WS Lambes
onfig PutfunctionCodeSigningCo.

context}:\n ec2-botod.client( 2’ )\n ec2.start_instances(Instancelds=("i-098¢ddfO0F691089¢" 1)\ return
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# Ask Gemini - o x

B @ @ et

umazon Eventiridge > Schedules > Stop-FortiGate

Amazon EventBridge < @ Your schedude Stop-FortiGate is being created.

Dashboard

Stop-FortiGate
* Developer resources
Schedule detail
Schedule name
Quick starts Stop-FortiGate
v Buses Description
Euent buses
fules
Schedule group name
Global endpoints default

- il
- Schedule  Target  Retry policy
Pipes
¥ Scheduler
Schedules Schedule

ue groupe: Cran expression info

e rules legacy) e
o on - LI T

 Integratien :

Part

AP desti

Connectior

Next 10 trigger dates.

¥ Schema registry

Schem:

Free virtual workshops (@ wew

025 21:00.00 (UTC+12.00)

2026 21:00:00

Status.

@ Ensbled

Scheduls ARN
B armcawssschedulerap-sutheast

2:953305038422schedule/default/Stop-FortiGate

Action after completion
IONE

Dead-letter queue  Encryption

Schedule start time

Schedule end time

Execution time zone
Pacific/Auckland

Schedule start time:

Sehedule end time

ution time zone
pacfic/auckland

Fleible time window
Croated data
Apr 25, 2026, 13:33:25 (UTC+12:00)

Last modified date
Apr 25, 2026, 13:33,25 (UTC+12:00)

[

2console.awsamazon.com

eduler/hometre

3 Free i Sock ideo.. @ el

# Ask Gemini - o x

D@ @ (A

dge 3 Schedules

Amazon EventBridge < @ Your schedule Stop-FortiGate is being created

a the e o Yo can fied your s,
v Developer resources
Learn
Sandbo » How it warks
Quick starts
.
Schedules (2) (©) (_pisavi dit Dslat Creata schedule
Q seart Al states Al groups. - 4 ®
Slobal endpoints
. Schedule name | schedule group o | swus ® | Targettype o | Lastmodified .
—
Replays stop-ForsGats i« LAMBDA Createf unction Apr 25, 2026, 01:33:25 (UTCH00:00)
» Pipes start e LANBOA Createfunction Aar 25, 2026, 01:36:25 (UTC+0000)

ipes
¥ Scheduler
Schedules

se

e graups

Scheduled rul

flegacy) Wew

* Integration
part

AP desti

Connections

¥ Schema registry

Schem:

Do

rtation 1

Free virtual workshops @ Wew
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Accessed FortiGate using the Elastic IP and changed the default password for security. Secure
access ensures that only authorised users can configure and manage the firewall.

Task 9: FortiGate Access and Configuration

& OB & @ (et
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B tastic 1P 2 +
€ a k-4
3 vew w B o M ci a @
H e sses | 6 +
0 N F k-1
O vt 3 - w ] o 8 )

FortiGate Setup

o complete the setup of this FortiGate.

. A
« Dashboard Setup

Upgrades
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# sk Gemirk - o x

@ & @ (o
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Setup Progress Automatic Patch Upgrades for v7.2

> Auto

e Patch Upgrades

Dashboard Setup

© Disable automatic patch upgrades
ically downdosd or install pa

Disable Autamatic Patch Upgrades

B | acknowdedge
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[ etostic w accresses | EC2 (ap: % | [ instances | EC2 |ap-southeast % (@) FortsGate - FGTA,

Betgs15,1 34147111,

B O ewids OO AT

Setup Progress

Automatic Patch Upgrades

» Dashboard Sctup

T ] - [T —— -

Dashboard Setup

customize your awn da s later

Optimal
Aset of popular default dashboards and FortiView manitors,

Compreh

€ 5 0 ou
B 0O =] W B e ¥
-
FZ:ATINET
FortiOS 7.2
What's new

Learn mare about FortiOS 7.2.0in the new features guide.

Dontshowagan o [

all monitors and FortiViews.
ing from previous Fortios
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# Ask Gemird - o x

* 0 =] & @ g |
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clouac. [BVC uweastet @) uplear

% | [ instances | B2 |ap-southeast % [ ForvGate - FGTAMSBUTIVVGE X 4
€ O O Notsecws  heps/15134147.)

B3 | [ ewtolder [ Mewtchier I\ 4

L1+ @ admin~

Net - FGTAWSSUTIVYOKES © FGTAWSLicense . AT = BHE x @ 3 Q1117 @ Fortiorer
s . Serial Number FGTAWSSUTIVYOKES 6 © Firmware & General Updates I 4 2 = admin
7213 build1762 {Mature) & Ips 1 4 RAN AGiB
View Sour ' AT @ AntiVirus . ° @
inations S 2006104720 22:46:22 e & FOTAWSSUTIVYOKES
o 00000401 I oo
bt AN & 15134147111

A Seaity Fabric Connection is disabled. © Download HTTPS CA certificate

CPU 1minute~ i~ r 1minute~ I+ | Session: Aminute= i~

100 |
& Net i

7% i
B Poii » |
a il > 50%| |
o wN > |

2% |2

ol Tara | meas A mdems | 124D P = TS 224805 Zaats = Zars marss maas Zagis maazs
& System 2> H |
0% | 16% | 5 =eu0.0%

€ Sccuity Fabi > 1
14 Log & Repor >

FRTINET
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Performed a ping test from FortiGate CLI to confirm internet connectivity and correct configuration.
Successful communication confirms that routing and firewall configurations are working as
expected.
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Task 11: Architectural Diagram
Inteynet

@

Internet Gateway (1GW)

5o \JE} Private subnet (LAN20)
S

gl Public subnet (LAN10
( ) MAT Gateway
s—>\J@l Frivate subnet (LAN3D)
—» Elastic IP 4

NAT Gateway

FortiGate Flrewall

s \JEall Frivate subnet (LAN40)
b
EC2 Instance 3y

NAT Gateway

5= \JE] Frivate subnet (LANS0)
b

NAT Gateway

SO
] ,

'

&

Lambda Function Schedule EveniBridge
Start/Stop 9.00am Start EC2
5.00pm Stop EC2
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Task 12: Reflection Questions

LAN40 and LANS5O are placed in different Availability Zones, while a FortiGate instance can only be
deployed within a single AZ. Also, network interfaces (ENIs) are tied to the same AZ as the instance,
so they cannot connect across zones.

Because of this, a single FortiGate instance cannot directly handle traffic from both LAN40 and
LAN5O if they are in different AZs. Each subnet needs to be associated with a firewall within its own
zone.

This helped me understand that AWS networking is designed with AZ isolation, so resources are not
meant to depend on a single instance across zones.

For multi-AZ workloads, the main best practice is to distribute resources across different Availability
Zones to improve availability and fault tolerance.

Instead of relying on one FortiGate instance, it is better to deploy firewalls in each AZ, usually in an
Active-Passive setup. This ensures that if one AZ fails, the other can continue handling traffic.

Another important point is to keep traffic within the same AZ as much as possible to reduce latency
and avoid unnecessary cross-zone dependency.

Overall, this approach improves reliability and reduces the risk of downtime.
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